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Wells Fargo International Job Applicant Privacy 

Notice – Mainland China 
This Notice applies to the mainland of the People’s Republic of China. 

Effective: 10 August 2022 

"We," "us," “our,” “the Company,” or "Wells Fargo" refers to Wells Fargo Bank N.A., Wells Fargo & Company, Wells Fargo 

Advisors, LLC, Wells Fargo Securities, or another Wells Fargo company or entity which has job openings made available on 

this site or through employment agencies.  "You" or "your" refers to the applicant.  When you, or an employment agency on 

your behalf, submit Personal Data (as defined below) to us in order to apply for a job vacancy, the Company will act as the 

data controller regarding the processing of the Personal Data that are processed by Wells Fargo in accordance with this 

privacy notice ("Notice").   

Wells Fargo is one of the largest financial institutions operating globally. We have affiliated companies or entities around 

the world, including in the United States ("Affiliated Entities"). As described in Section 2 below, in order to carry out 

operations in connection with your job application, we need to process certain Personal Data, as described below. 

By submitting information, or authorizing information to be submitted on your behalf, in connection with employment 

(including service) at Wells Fargo, you consent to our processing of your Personal Data as described in this Notice.  

1. What Information We Collect About You 
Depending on the practice of local jurisdiction, we may collect the following information about you: 

• General Data: Name (given, middle, and last name/surname), home address, telephone number, cellular telephone 

number, email address, gender, date of birth; 

• Visa, Work Permit, and Work Authorization Data: Preferred location(s), desired compensation and currency, country of 

residence, information about work eligibility status and required visa support; 

• Authentication Data: Identification numbers or documents issued by a governmental authority; 

• Background Check Data: background check information including credit and criminal checks and screening, to the extent 

required or permitted by local law, educational background, prior employment history, professional or personal 

references, other information contained in your Curriculum Vitae or resume you provide to us, professional 

memberships, certifications, skills such as languages, and professional qualifications; 

• Referrals or employment agency representation; 

• Electronic and voice communications data: record of our contacts with you, including interviews, and disposition (which 

may include CCTV footage captured within our offices), and business communications content and data, including IP 

address and session identification, with Wells Fargo through all applicable communication channels, including email, 

text, instant message or chat, transcriptions and/or telephone communications, voice recordings, video recordings, and 

presentations hosted by Wells Fargo;
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• Position description: employer, title, position held, duties, terms and conditions of any offer of employment, if 

applicable; and  

• Other information you may provide.  

Any information you submit to us must be true, complete and non-misleading. Submitting inaccurate, incomplete, or 

misleading information may lead to rejection of your application during the application process or disciplinary action if you 

are employed, including immediate termination of your employment with us. In addition, it is your responsibility to ensure 

that the information you submit does not violate the rights of third parties. 

We may also collect certain types of sensitive Personal Data, from you, public sources or background check companies, as 

permitted by local law and based on the position, for example, the commission or alleged commission of any offences, 

related proceedings and the disposition or the sentence in such proceedings, and credit checks. The processing of your 

sensitive Personal Data is necessary to achieve the purposes described in Section 2, and will be conducted in a way that 

would have the least impact on personal rights and interests. 

All of the information listed above, including the information relating to your expression of interest or application for 

employment with Wells Fargo, and any pre-employment processing, is collectively referred to as “Personal Data.”  

2. Purposes for Which We Use or Process Information About You  

Wells Fargo may use or process Personal Data in connection with your expression of interest or application for employment 

for the following purposes: 

• Evaluate your qualifications for employment with Wells Fargo, including whether you are eligible to work in the 

employment location or meet other eligibility requirements;  

• Complete pre-employment screening and verification of information provided by you; 

• Identify and match job applicants with applicable job openings;  

• Communicate with you regarding your application, including conducting interviews;  

• Populate a database of candidate information and distribute your Personal Data to appropriate Wells Fargo recruiting 

and hiring managers globally;  

• Communicate with you about available job openings which meet your expressed interests;  

• Create records of applicant status and disposition, including details of employment offers;  

• Comply with legal requirements, obligations and rights, such as income tax and national insurance deductions (including 

under U.S., China and other national laws);  

• Manage the security of the system and data;  

• Comply with requests from regulators or other legal authorities, and handle any legal or other claims arising out of your 

application for work with Wells Fargo; and  

• Allow third party service providers with whom Wells Fargo has a contract to perform any of the above activities on behalf 

of Wells Fargo.  

Wells Fargo will not use or process Personal Data for any purpose incompatible with the above purposes, unless it is required 

or authorized by law or as authorized by you. We may retain Personal Data in accordance with applicable law after you have 

elected to withdraw your application or have not been hired by Wells Fargo. However, Wells Fargo will endeavor not to retain 

Personal Data longer than necessary for the fulfillment of the specified purposes in accordance with the Company’s 

standard records retention periods or as appropriate in the jurisdiction where such records or information is retained.  The 

Company will promptly destroy the Personal Data in its possession (Personal Data that has been printed on paper will be 

shredded and Personal Data stored in electronic file form will be deleted by using technical means that will not allow data 

recovery) once the Company achieves the purpose of collection and use of Personal Data.  
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3. Transfer and Use of Personal Data by Wells Fargo and its Affiliated 

Entities  
• Affiliated Entities. Wells Fargo has affiliated companies operating around the world including in the United States. 

Jobs posted may be offered by any of the Wells Fargo companies and Personal Data may be made available to them 

on a worldwide basis. A non-exhaustive list of Affiliated Entities can be found in the list at the following hyperlink 

(http://www.sec.gov/Archives/edgar/data/72971/000007297115000449/wfc-12312014xex21.htm) viewed in 

combination with the additional list in the most recent Wells Fargo & Company 10-K filing, Exhibit 21, made with 

the US Securities and Exchange Commission available at:  

https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000072971&type=10-

k&dateb=&owner=include&count=40. The Personal Data you provide or that we collect in connection with your 

application or demonstration of interest in job openings is stored in a central electronic database located in the 

United States. The Personal Data may be transferred to or accessed by the Affiliated Entities in various geographic 

regions located throughout the world, including in jurisdictions which may not provide the same level of data 

protection as that provided in your jurisdiction of residence.  

• Regulators, authorities, and other third parties.  As necessary for the purposes described in Section 2, Personal 

Data may be transferred to regulators; courts; dispute resolution bodies; other authorities (e.g., tax and law 

enforcement authorities), including authorities outside your jurisdiction of residence; and other third parties, such 

as lawyers, consultants, and other independent external advisors.   

• Service Providers. As necessary for the purposes described above, Personal Data may be shared with one or more 

parties, whether affiliated or unaffiliated, to process Personal Data under appropriate instructions (“Entrusted 

Persons”). Such Entrusted Persons will be subject to contractual obligations to implement appropriate 

administrative, technical, physical, and organizational security measures to safeguard Personal Data, and to process 

Personal Data only as instructed. Entrusted Persons may carry out instructions related to IT system support, 

training, compliance, and other legitimate activities, and will be subject to contractual obligations to implement 

appropriate technical and organizational security measures to safeguard the Personal Data, and to process the 

Personal Data only as instructed. 

• Sale or business transaction. As we develop our business, the Company might sell, buy, acquire, obtain, exchange, 

restructure or reorganize businesses or assets. In the event of any actual or proposed sale, merger, reorganization, 

transaction, restructuring, dissolution or any similar event involving our business or assets, Personal Data may be 

shared with the relevant entity or may be part of the transferred assets and will be subject to any necessary 

contractual obligations to ensure the protection of Personal Data. 

The recipients of Personal Data identified in this Section 3 may be located in the United States and other jurisdictions that 

may not provide the same level of data protection as your home jurisdiction. As needed, we have taken steps to establish 

appropriate data transfer agreements (including agreements based on the EU Model Contractual Clauses with respect to 

Personal Data from Europe) or otherwise address cross-border data transfer restrictions. These measures enable us to 

transfer and use Personal Data in a secure manner anywhere in the world where we have an establishment, or where we have 

contracted third parties to provide us with services. 

4. Security & Retention of Data 
The Personal Data will be safely stored in the databases of the Company. The Company has implemented appropriate 

technical, physical and organizational security measures to safeguard Personal Data in accordance with security 

requirements of applicable law.  When we retain a non-affiliated entity or service provider to perform a function, that entity 

will be required to protect your Personal Data in accordance with our standards. Unfortunately, no data transmission or 

storage system can be guaranteed to be 100% secure.  If you have reason to believe that your interaction with us is no longer 

secure, please immediately notify us in accordance with Section 9 below.   

http://www.sec.gov/Archives/edgar/data/72971/000007297115000449/wfc-12312014xex21.htm
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000072971&type=10-k&dateb=&owner=include&count=40
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000072971&type=10-k&dateb=&owner=include&count=40
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We will keep Personal Data no longer than necessary to: i) fulfill the purposes outlined in this Notice; ii) comply with legal or 

regulatory obligations to which Wells Fargo is subject; or iii) perform a contract duly established with you or in order to take 

steps at your request prior to entering a contract.  We have implemented appropriate records retention policies to retain 

Personal Data only to the extent permitted by applicable law. We may need to hold Personal Data beyond retention periods 

in response to a regulatory audit, investigation, or other legal matter. These requirements also apply to our third party 

service providers. Where required by law, Wells Fargo will anonymize data for additional processing. 

5. Wells Fargo career website use of cookies or similar technologies 
We and our service providers use “cookies” and similar technologies on the Wells Fargo career website 

(www.wellsfargojobs.com).  Please see Wells Fargo’s Digital Privacy and Cookies Policy at 

https://www.wellsfargo.com/privacy-security/ for more information. 

6. Wells Fargo career website links to third-party websites 
This Notice does not address, and we are not responsible for, the privacy, information or other practices of any third 

parties, including any third party operating any website or service to which the Wells Fargo career website links.  The 

inclusion of a link on the Wells Fargo career website does not imply endorsement of the linked site or service by the 

Company or our Affiliated Entities. 

7. Changes to Privacy Notice  
Any material changes to Wells Fargo’s personal data collection, use and disclosure practices with respect to international 

applicant data will be posted on applicable application sites. 

8. Children 
The Wells Fargo career website is not intended for minors under the age of 18. 

9. Access and Correction Requests, Questions and Complaints  
To submit a question or request access to and/or correct, suppress the processing of or delete your Personal Data, or object 

to any use of Personal Data, you or your legal representative may make a written request to the address below to the extent 

permitted by applicable law. You may have other rights under the laws applicable to our collection of your Personal Data, 

such as requesting for explanation of our rules of processing your Personal Data, requesting for the transfer of your Personal 

Data to another entity where relevant requirements are met, and requesting for the revocation of consent. In addition, to 

the extent required by applicable law, an overview of entities involved in the processing of Personal Data, including the identity 

of certain recipients of your Personal Data and/or the countries where your Personal Data is being processed, are available 

upon request. The abovementioned rights may not be absolute, and exceptions may be applicable. If the Company is not 

able to accommodate your request, you will be provided with reasons for the denial. Please note that if you choose not to 

consent or revoke your consent, it could affect Wells Fargo’s ability to consider your application for employment.  

You may have a right under applicable law to make a complaint about this Notice. If you would like to make a complaint, 

please submit your complaint in writing to the contact details below.  You may also be able to pursue your complaint with 

your data protection authority or privacy commissioner for mainland China, pursuant to applicable law.  

APAC Regional Data Privacy Officer 

138 Market St 

#30-01 CapitaGreen 

http://www.wellsfargojobs.com/
https://www.wellsfargo.com/privacy-security/
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Singapore, 048946 

Telephone: (65) 6395 6900 

privacy.apac@wellsfargo.com  
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